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ACHIEVING PPP MOBILITY VIA THE MOBILE TP INFRASTRUCTURE 
BACKGROUND OF THE INVENTION 



achieving point-to-point protocol (PPP) mobility utilizing a Mobile Internet Protocol (IP) 
infrastructure. 

2. Description of the Related Art 

In computer-related networking or telecommunications, the pomt-to-point protocol 
is used for communicating information between a source and a destination. PPP is widely used for 
transmitting Transmission Control Protocol/Internet protocol (TCP/IP) packets over dial-up 
telephone connections, such as between a general purpose computer and an Internet Service Provider 
(ISP). TCP/IP is a set of protocols developed by the United States Department of Defense for 
communications over interconnected, sometimes dissimilar, networks and has become the de facto 
Standard for data communications over various networks, including the MQvnet The point-to-point 
protocol (PPP) provides a standard methodology for transporting multi-protocol datagrams of 
information over point-to-point links. PPP comprises three main components: (1) a methodology 
for encapsulating multi-protocol datagrams, (2) a hnk control protocol (LCP) for establishing, 
configuring and testing the data link connection, and (3) a family of network control protocols 
(NCPs) for establishing and configuring different network-layer protocols. 




1. Field of the Invention 

The present invention relates to mobile communications and, more particularly, to 
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An end-user sets up a PPP session between the source, e.g., a general purpose 
computer or telecommunication device, and a destination (which can also be a general purpose 
computer or telecommunication device) for transmitting data or information thereto. In a PPP 
session, once the initial negotiation phases are successfully completed, a session identifier is 
associated with the connection, thereby identifying the PPP session. Typically, a single PPP 
connection exists between an end user's computer and the destination, e.g., an Internet service 
provider ( ISP) or another computer connected to the Internet. The PPP session is closed when the 
end-user of the network system completes the data or information transfer. 

A PPP (point-to-point protocol) packet or frame consists of the user data and any 
headers of other protocols being encapsulated by the PPP. The frame is also provided with a PPP 
header. The PPP header contains the information necessary to identify and maintain an associated 
PPP session. 

Encapsulation in PPP treats a collection of structured information as a whole without 
affecting or taking notice of its internal structure. Thus, a message or packet constructed according 
to one protocol (such as a TCP/IP packet) may be taken with its formatting data as an 
undifferentiated stream of bits that is then broken up and packaged according the higher level point- 
to-point protocol to be sent over a particular network. 

Figure 1 is a diagram that generally illustrates an exemplary point-to-point 
communication network over the Public Switched Telephone Network (PSTO). The PSTN is the 
international telephone system based on copper wires carrying analog voice data. An end-user at his 
or her personal computer (PC 1 0), which is the source, commands a software program at PC 1 0, e.g., 
Microsoft Dial-Up Networking™, to utilize a modem 1 1 to connect PC 10 to the ISP's modem 
server 20 via the PSTN and the ISP'smodem21. Upon connection, a PPP session is established and 
the user data, in the form of IP packets encapsulated in accordance with PPP, are transmitted to the 
ISP's modem 21 and its server 20. The server 20 may be the final destination and it may use the 
information. Alternatively, server 20 may forward the data to its final destination (e.g., a computer 
at a designated IP address on the Internet). 

Layer 2 TunneUng Protocol (L2TP) was developed to enable a PPP session to be 
established over the Internet, instead of strictly over the PSTN. An L2TP system requires an L2TP 



5 access concentrator (LAC), which is a device attached to a switched network system, e.g., the PSTN 
or the integrated services digital network (ISDN) or co-located with a PPP end system capable of 
handling the L2TP. The LAC is the initiator of incoming calls to a network and the receiver of 
outgoing calls therefrom. It encapsulates the PPP data packets. 

The L2TP system also requires a L2TP network server (LNS) which xmencapsulates 
10 the packets, revealing the original PPP frames. An LNS handles the server side of the L2TP 
connection by acting as the receiver of L2TP tunnel requests from the LAC and terminating the PPP 
sessions from the end user. The LNS is capable of PPP session termination. 

A tunnel is a technology that enables one network to send its data over another 
network' s connections. Tunneling works by encapsulating anetwork protocol vnXhm packets carried 
15 by the second network. For example, L2TP technology enables the use of the Internet to extend a 
M PPP link to a point or entity that is not on a directly connected network. This is accomplished by 

embedding its own network protocol within the TCP/IP packets carried by the Internet. 

Figure 2 illustrates a way of expanding the use of PPP across the Internet, so that it 
\M does not rely exclusively on transmission by way of the PSTN. As shovm in Figure 2, PC 10 is 

^teO caused to dial over the PSTN into a modem 13 at a local Point of Presence (PoP) 14, which is a 
I device accessible with a local phone call by the end-user and which is connected to a data network 
(e.g. the Internet). PC 10 then runs PPP to estabUsh a connection to the PoP 14. At this point, an 
ll L2TP Access Concentrator (LAC) 15 located within the PoP encapsulates the PPP frames into IP 

li packets according to the L2TP protocol and transmits them over the Internet to the L2TP Netvrark 

25 Server (LNS) 23 on the destination network. 

The LNS 23 unencapsulates the L2TP packets which reveals the PPP frames. Acting 
as a PPP termination point, the LNS unencapulates the PPP frames which reveals the original IP 
packets. It then forwards the data to its intended destination, e.g. server 20. Unencapsulation is 
essentially the stripping off of the outer header of a PPP packet, thereby revealing the content of the 
30 rest of the packet. This approach enables an end-user of the network system to make a local 
telephone call to connect to a destination that could be very far away, and which is more easily 
reached over the Internet. 

Figure 3 is a diagram illustrating a wireless communication network that replaces the 



modem 11 (described in conjunction with Figure 2) with wireless customer premises equipment 
(CPE) that includes a L2TP Access Concentrator (CPE/LAC) 101, and places an L2TP access 
concentrator (LAC) 16, 18 at each of the base stations 17, 19 in the wireless system. Customer 
premise equipment is typically the equipment located at the customer's site which denotes the 
demarcation point between the customer (or end user) and the service provider, e.g., a Tl line, 
wireless modem, radio, cable modem, digital subscriber line (DSL) or asymmetric digital subscriber 

line (ADSL) modems. 

For example, the end-user initiates a PPP session from PCI 0 to the LAC 1 8 at base 
station 19 via the radio tower 19A. LAC 18 creates an L2TP tunnel over the Internet to LNS 23. 
All PPP frames sent from'PC 10 to LAC 18 are encapsulated in L2TP packets and sent to the LNS 
23 , which unencapsulates the L2TP packets and reveals the PPP frames. The LNS 23 also terminates 
the PPP connection, revealing the original IP packets and forwards them to their intended 
destination, i.e. server 20. 

As PC 1 0 moves from the transmitting range of the base station 1 9 to that of the base 
station 17, the new base station 17 has no knowledge of the previous PPP connection to the LNS 23. 
LAC 16 at the base station 17, with a different IP address, cannot take over an existing L2TP/PPP 
session for transmitting the information. In order for the base station 1 7 to service the mobile end- 
user as PC 10 moves to become PC 10' in the transmitting range of base station 17, a new PPP 
session must be initiated by the end-user to LAC 16 associated with the base station 17. 

In each of the above approaches, if the end-user moves from one location to another, 
the end-user must disconnect from the Internet service provider and re-establish a new PPP session 
from the new location. This puts the end-user at a disadvantage, as repeated reconnection can be 
cumbersome and economically inefficient to execute, hi particular, if the end-user is mobile and a 
reconnection is required, the transmission of information is interrupted which is not cost effective 
and, fiirthermore, may lead to loss of important information. 

Therefore, there is a general need in the art for an improved method and system for 
communicating information between a source and a destination using PPP. In particular, there is a 
need in the art for a method and system for communicating PPP packets between a source and a 
destination without the need for reconnection if the source is mobile. 



SUMMARY OF THE INVENTION 

The invention provides a method and system for transmitting PPP packets over an 
infrastructure based on Mobile IP. According to a particular embodiment of the invention, a Mobile 
IP address is assigned to customer premise equipment (CPE) that includes L2TP Access 
Concentrator (LAC) functionality and is associated with the computer of the end-user. The Mobile 
IP address is then registered v^th a Mobile IP Home Agent associated with the ISP or other address 
assignment authority. The Mobile IP registration process informs the Mobile IP Home Agent as to 
which Mobile IP Foreign Agent to forward packets that are destined for the Mobile IP address (i.e. 
CPE/LAC). Once registered, all data destined to the CPE/LAC will be tunneled from the Home 
Agent to the current Foreign Agent. In the reverse direction, data can be sent directly from PC 10 
via CPE/LAC 101 and the wireless system over the Internet to its destination. Alternatively, it can 
be sent in a Mobile IP reverse tunnel from the current Foreign Agent to the Home Agent. 

In the case where the mobile user is to use PPP to coimect to their ISP, the PPP 
session is established from the PC of the end-user to the CPE of the end-user, which includes the 
LAC. The LAC functionality in the CPE will tunnel the PPP session to the LNS utilizing L2TP, 
where the PPP session is terminated. Since the CPE utilizes a Mobile IP address and implements 
the Mobile IP Mobile Node functionality, data destined for the CPE, including all of the L2TP 
packets, are forwarded to any location to which the end-user happens to move. The PPP session 
being carried through the L2TP tunnel is unaffected by the fact that the end-user and CPE device are 
being moved. Therefore, an end-user can establish a single PPP session to their ISP and will not 
need to disconnect and reconnect after moving to a new location. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other advantages and features of the invention will become more 
apparent from the detailed description of the preferred embodiments of the invention given below 
with reference to the accompanying drawings, not necessarily drawn to scale, in which: 

Figure 1 is a diagram generally illustrating an exemplary prior art point-to-point 
communication network over the PSTN; 

Figure 2 is a diagram illustrating a prior art point-to-point communication network 
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using the layer 2 tunneling protocol (L2TP) to tunnel a'PPP session over the Internet; 

Figure 3 is a diagram illustrating a prior art point-to-point communication network 
that places the L2TP access concentrator (LAC) at a base station of a wireless system; 

Figure 4 is a diagram illustrating a point-to-point communication network according 
to one embodiment of the present invention, which places an L2TP access concentrator (LAC) 
within a wireless customer premise equipment (CPE) device at the location of an end-user, thus 
supporting mobility via Mobile IP; and 

Figure 5 is a flow diagram illustrating a specific embodiment of the method according 
to the invention of Figure 4 for transmitting data or information from a computer to a server. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 4 illustrates an exemplary wireless network system according to the invention. 
PC 100 of the end-user is connected to a CPE/LAC device 101 which can serve as a Mobile IP 
Mobile Node and also as a LAC. Mobile IP is a methodology that allows transparent routing of IP 
(Internet protocol) datagrams to mobile nodes over the Internet. Each mobile node is identified by 
its home address, regardless of its current point of attachment or connection to the Internet. In 
Mobile IP, a mobile node is a host or router that changes its points of attachment or connection from 
one network or subnetwork to another. A mobile node may change its location without changing 
its IP address. Thus, the mobile node may continue to commimicate with other Internet nodes at any 
location using its (constant) IP address, assuming link-layer connectivity to a point of attachment or 
connection is available. 

The base stations 1 7 and 1 9 include a Foreign Agent (FA) 1 70 and 1 90, respectively. 
In Mobile IP, a foreign agent is a router on a mobile node's visited network that provides routing 
services to the mobile node to which it is registered. The foreign agent delivers datagrams to the 
mobile node that was tunneled by the mobile node's home agent. For datagrams sent by a mobile 
node, the foreign agent can serve as a default router for registered mobile nodes, and provide reverse 
tunneling if requested. 

The Home Network 27, which could be an ISP or some other address assigning 
authority, includes aMobile IP Home Agent (HA) 25 and L2TP network server (LNS) 23. In Mobile 



IP, a home agent is a router on a mobile node's home network that tunnels datagrams to the mobile 
node when it is away from the home location, and maintains current location information for the 
mobile node. It is not mandatory that these two devices (HA 25 and LNS 23) be located at the same 
location. The server 20 is what the mobile user is attempting to access, although in other 
embodiments of the invention, the end user may be attempting to access a server that is located 
elsewhere on the Internet. 

CPE/LAC 1 0 1 is assigned a Mobile IP address and is responsible for registering with 
the Mobile IP Home Agent (HA 25) at the home network 27 of the ISP. CPE/LAC 101 is a user 
communication device that connects the end user' s computer to a wireless network. In this particular 
embodiment, the CPE/LAC 1 0 1 includes not only a wireless communication device, but also a LAC 
and Mobile IP Mobile Node Capability. The Mobile Node capability of CPE/LAC 1 0 1 ensures that, 
as the end-user moves between base stations, the same Mobile IP address is maintained. Although 
this particular embodiment shows the LAC and the Mobile IP Mobile Node capability within the 
CPE as a separate unit, they can also be embedded, either together or in part, in the end user device, 
e.g., a general purpose computer, personal computer (PC), Macintosh, Unix, personal digital 
assistant (PDA) or mobile telephone. 

The end-user initiates a PPP session with the CPE/LAC 101 using PC 100. In a 
particular embodiment of the invention point-to-point protocol over Ethernet (PPPoE) is utilized to 
transport the PPP session over an Ethernet local area network (LAN) 1 02 to CPE/LAC 101. PPPoE 
is a protocol that enables the building of PPP sessions and encapsulating PPP packets over an 
Ethernet network. Ethernet is a widely used local area network (LAN) protocol. 

The LAC functionality at CPE/LAC 101 tunnels the PPP session (at protocol level 
200) to the LNS 23 using L2TP, where both the L2TP session and PPP session are termmated. As 
the LAC functionality resides in the same CPE/LAC 1 0 1 whose Mobile IP address does not change, 
the movement of the L2TP session, and hence the PPP session is transparent to both the PC 1 GO and 
the LNS 23. That is, LNS 23 detects the same L2TP session and PPP session no matter where 
CPE/LAC 101 is located, i.e. if PC 100 and CPE/LAC 101 both moved to the location indicated by 
PC 1 00 ' and CPE/LAC 101', respectively, the PC 1 00 will not lose its PPP session and will not have 
to reconnect each time PC 100 is moved to new location. 



When the mobile end-user at PC 100 moves from the transmitting range of the base 
station 19 to that of the base station 17, the CPE/LAC 101 detects the new base station 17 and re- 
registers with the Mobile IP Home Agent HA 25. In doing so, it informs the Home Agent 25 of its 
new point of attachment, i.e., its new Foreign Agent FA 170. HA 25 acknowledges the re- 
registration and updates its files to reflect the new location of the end-user in the transmitting range 
of the base station 1 7 . Once the new registration is complete, HA 25 forwards all IP packets destined 
for CPE/LAC 101 tothenewFA 170 instead ofthe previous FA 190. These IP packets include the 
L2TP session and any PPP sessions that were being transported within it. 

The following steps are performed according to the method of the invention. A PPP 
session is initiated from PC 100 ofthe end-user to the CPE/LAC 101. The LAC determines the 
termination point ofthe PPP session and establishes an L2TP tunnel to the destination LNS 23. 
Internet traffic addressed to PC 100 ofthe end-user, located near base station 19, is routed to the 
LNS 23 in the home network 27 (ISP) where the address is defined. The LNS 23 encapsulates the 
IP packet in a PPP fi-ame, and then in an L2TP packet, where it is sent over the Internet to the LAC 
101. In particular, since the IP address ofthe LAC 101 is a Mobile IP address, the packet is 
converted into a Mobile IP packet and is forwarded to the associated Foreign Agent 190 at the base 
station 19. The Foreign Agent 190 unencapsulates the Mobile IP packet, reveals the L2TP packet 
and forwards it wirelessly via tower 19A to the CPE/LAC 101 . The LAC 101 unencapsulates the 
L2TP packet, revealing the PPP frame, which is forwarded via LAN 102 to PC 100 of the end-user. 

In the reverse direction, data at protocol level 204 is sent by the end-user at PC 100 
to the server 20. This data is transmitted fi:om the end-user PC 100 to the CPE/LAC 101 as a PPP 
frame (protocol level 202). In a particular embodiment, this utilizes PPPoE (point-to-point protocol 
over Ethernet) to transmit the PPP frame to the CPE/LAC 1 0 1 over an Ethernet LAN 1 02. The LAC 
101 encapsulates the PPP frame into an L2TP packet (protocol level 200) and sends it over the 
wu-eless Unk to the Foreign Agent 190 in base station 19. The Foreign Agent 190 then sends the 
L2TP packet directly over the Internet to the destination LNS 23 or, if using Mobile IP reverse 
tunnels, the L2TP packet is tunneled from the Foreign Agent 1 90 in the base station 1 9 to the Home 
Agent 25 using Mobile IP. In Mobile IP (protocol level 206), a reverse tunnel is used to access the 
destination network by way of the Mobile IP home network of the end user. This is accomplished 



8 



5 by tunneling the data or information from the end user at a remote location to the home network of 
the end user. The home network then forwards the data or information to the destination. This is in 
contrast to the end user simply sending the data or information directly to the destination. 

Assuming the use of Mobile IP reverse tunnels^ the Home Agent 25 unencapsulates 
the Mobile IP packet, revealing the L2TP packet, which is sent to the LNS 23. The LNS 
10 unencapsulates the L2TP packet, revealing the PPP frame. The LNS 23, acting as the PPP 
termination point, strips off the PPP header, reveals the original IP packet containing the user data 
and forwards it to its ultimate destination, server 20. 

If the end-user is mobile and moves into the range of a new base station 17, the 
CPE/LAC 101 detects the new base station and, acting as a Mobile IP Mobile Node, re-registers with 
15 the Mobile IP Home Agent 25. This re-registration process informs the Home Agent 25 of the 
% mobile end-users new point of attachment via a new Foreign Agent 1 70 associated with the new base 
station 1 7 . The registration of the Mobile Node (CPE/LAC 1 0 T) via the new Foreign Agent 1 70 is 
\ d acknowledged, and all subsequent IP packets transmitted from the Home Agent 25 to PC 1 00 of the 

1 2 end-user are forwarded to the new Foreign Agent 170 associated with the new base station 1 7 . This 

'r20 process is repeated whenever the mobile user moves into range of a new base station. 
Q Since there is an overlap of the area covered by tower 19A with the area covered by 

1 , 5 tower 1 7 A, the CPE/LAC 1 00 is still communicating with the base station 1 9 while it is registering 

Iz: with base station 17. The decision to do this and the related operations are similar to the handoff in 

mobile voice communications. Thus, there is no loss of data during a transition. 
25 In accordance with the present invention, the Mobile IP provides a method of 

forwarding IP packets to an end-user's point of attachment no matter where the end-user is located. 
If a LAC moves with the end-user instead of being located at a fixed point in the network, and acts 
as a Mobile IP Mobile Node, then all L2TP packets sent to the LAC are forwarded to the LAC s new 
location after each Mobile IP registration. The end-user's PC connected to this LAC, keeps a single, 
30 continuous PPP session connected even though the user moves from one location to another. 

Figure 5 is a flow chart that illustrates a specific embodiment of the method according 
to the invention for transmitting information from a computer to a server over a PPP session in a 
mobile environment. This particular embodiment is described herein in conjunction with the 
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network shown in Figure 4. 

In step 50 1 , a Mobile IP address is assigned to CPE/LAC 101, which includes Mobile 
IP Mobile Node functionality and is associated with PC 100. The Mobile IP address is then 
registered with the Home Agent HA 25 associated with the home network 27 (step 502). A PPP 
session is initiated to the CPE/LAC 101 (step 503) from PC 100. Using the information extracted 
ftom the initiation of the PPP session, the CPE/LAC 101 creates an L2TP tunnel to the LNS 23 (step 
504). Packets received at LNS 23 for the end-user at PC 100 are encapsulated in a PPP frame and 
then in an L2TP packet, which are then transmitted to the LAC 101 (step 506). The L2TP packet, 
since it is addressed to a Mobile IP address, is intercepted by the Home Agent 25, encapsulated in 
a Mobile IP packet, and transmitted over the Internet to the current Foreign Agent 190 (step 507). 
The Foreign Agent unencapsulates the Mobile IP packet and forwards the remaining L2TP packet 
to the CPE/LAC 101 (step 508). The LAC unencapsulates the L2TP packet and forwards the 
remaining PPP frame to the PC 100 (step 509). 

Should the end-user be mobile and move within range of a new base station, e.g. to 
the position indicated in PC 100', the CPE/LAC 101' detects the movement (step 505) and re- 
registers with the Home Agent 25 (step 601). This re-registration process informs the Home Agent 
25 of the mobile users new point of attachment via a new Foreign Agent 1 70 associated with the new 
base station 17. The registration ofthe Mobile Node (CPE/LAC 101) via the new Foreign Agent 170 
is acknowledged (step 602), and all subsequent IP packets transmitted from the Home Agent 25 to 
the CPE/LAC 1 0 1 are forwarded to the new Foreign Agent 170 associated with the new base station 

17. The re-registering and the acknowledging processes (steps 601 and 602) are transparent to the 

computer and the server. 

The PPP session between PC 100 and LNS 23 is unaffected by the movement from 

one location to another. Only the Home Agent 25, the visited Foreign Agents (1 90 and 1 70) and the 

Mobile IP Mobile Node capability within the CPE/LAC 101 are aware of the change in end-user 

location. Since the mobility ofthe PC 100 is fransparent to the two end-points ofthe PPP session 

(the PC 100 and the LNS 23), the PPP session is never disconnected. 

The above examples describe this PPP mobility technique according to the invention 

as being used in a wireless environment. This is due to the mobile nature of the wireless 
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5 environment. This technique could also be used in a fixed network environment, where the end-user 
unplugs his or her PC from one network and moves to another network, although the benefits of 
maintaining continuous connectivity are much more pronounced in a wireless environment. 

Although the invention has been particularly shown and described in detail with 
reference to the preferred embodiments thereof, the embodiments are not intended to be exhaustive 

10 or to limit the invention to the precise forms disclosed herein. It will be understood by those skilled 
in the art that many modifications in form and detail may be made without departing from the spirit 
and scope of the invention. Similarly, any process steps described herein may be interchangeable 
with other steps to achieve substantially the same result. All such modifications are intended to be 
encompassed within the scope of the invention, which is defined by the foUovdng claims and their 

15 equivalents. 
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